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Background

* FIA’s Audit Trail Working Group is comprised of re
the following communities:
e Futures Commission Merchant (FCM)
» Designated Contract Market (DCM)
 Principal Trading Group (PTG)

* In October 2018, representatives of the Worki
Commissioner Quintenz, as the Sponsor of the
members of CFTC staff, including DOE and DM
concerns regarding current audit trail require

 In January 2020, the Working Group submitted a lette
Commissioner Quintenz and the Directors of DMO, DSIO,
making four primary recommendations



Overview of Recommendations

1. Amend Regulation 38.553 to eliminate the requireme
conduct annual audit trail reviews

2. Amend Regulation 38.552 to remove the specif
adequate transaction database

3. Confirm that DCMs may maintain records of Ti
FCMs and other trading participants

4. DCMs should amend their rules to confirm that
have to maintain records of orders that are tran
DCM trading system by direct access customers

We propose to modify certain aspects of Part 38, DCM-speci
requirements only; we are not proposmgbany change to existing
recordkeeping requirements prescribed by Regulations 1.31 or 1.3



, Overview of Requirements

e Regulations 1.31 and 1.35 require the retention
records required to be made and kept in acco
a period of no less than 5 years, including ord
transaction data

* All FCMs, retail foreign exchange dealers, cert
and members of DCMs are still required to m
audit trail records in accordance with Regulati

* Regulations 38.551-553 pertain to audit trail req
DCMs



Regulation 38.551, Audit trail required

e Regulation 38.551 requires that —

* The Working Group has confirmed with DMO

 DCMs do this today and FIA is not proposing any change

A [DCM] must capture and retain all audit trail data
investigate, and prevent customer and market abus
sufficient to reconstruct all transactions within a re
and to provide evidence of any violations of the rul
contract market. An acceptable audit trail must als
contract market to track a customer order from the

fill,
allocation, or other disposition, and must include b :

requirement is specific to records of order an
received and sent by DCMs

Regulation 38.551



* Regulation 38.552 states that —

* The Regulation then lays out specific data ele

Regulation 38.552, Elements of an acceptable
audit trail program

A [DCM’s] audit trail program must include an electr
database. An adequate transaction history database
trades executed via open outcry or via entry into an
and all orders entered into an electronic trading syst
modifications and cancellations.

included in a transaction history database, in



Regulation 38.553, Enforcement of audit trail
requirements

* Regulation 38.553 requires that a DCM must enforce it
conducting at least an annual review of all member
subject to its recordkeeping rules to verify their co
audit trail and recordkeeping requirements

* These audits must include “reviews of randomly sel
end audit trail data for order routing systems; a revi
which user identifications are assigned and user ide
maintained; a review of usage patterns associated
monitor for violations of user identification rules; a
numbers and customer type indicator codes in trad
accuracy and improper use”

e Current DCM annual audit trail review practices and components



Tier 1 vs. Tier 2 Data

 For purposes of distinguishing the audit trail recor.
captured and maintained by DCMs versus the
recordkeeping requirements under Regulation
refer to the following:

e “Tier 1 Data” — audit trail data that is captured and

e “Tier 2 Data” — all order messages not included in
that are required to be maintained pursuant to Re




« Tier 1vs. Tier 2 Data (cont’d.)

Schematic representation of Tier 1 and Tier 2 message data
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Tier 1: Electronic order messages transmitted 1) from the client application server that is
connected to the exchange electronic trading system to the exchange electronic trading
system: and 2) from the exchange electronic trading system to the connected client
application server.

Tier 2: All electronic order messages not included in the definition of Tier 1 which are
required to be maintained pursuant to CFTC Regulations 1.31 and 1.35.

Fl

<



Trade Practice Investigations

 Tier 1 Data, which is not only highly granular but
foundation for the initiation of nearly every DC
investigation (99%)

* Where Tier 2 Data is necessary for a trade prac
DCM can obtain that data from the respective
where such firm or participant is required to m



Example

* A firm offers a front-end trading application to its client

* That trading application has functionality that allow
create iceberg orders, where only a portion of the t
displayed to the market at a time

* A client electronically sends instructions to the trad
1,000 contracts (referred to as the “parent order”),
contracts (referred to as a “child order”) to the mar

* The 50-lot child orders transmitted from the tradin
exchange’s electronic trading system constitute Tier

* The client’s instructions to the trading application to sell 1,00
iceberg order constitute Tier 2 data



FI'A

Recommendations




1 — Eliminate Required Annual Audit Trail
Reviews

e Annual audit trail and recordkeeping reviews for
not assist a DCM in preventing customer and
same data is already a component of the DCM’

* Regulatory focus should be on DCM audit trail
that review components of audit trail data for
of user identifications and account numbers to
improper usage)

* Industry benefits by eliminating non-value-adding
multiple redundant copies of audit trail records



2 — Remove Specific Elements of Adequate
Transaction Database

* The value of audit trail data elements changes ove
codes have reduced in value, but Automated/

* This has rendered part of Regulation 38.552 (i.
to be maintained) stale

* The prescriptive components of Regulation 38.
since Core Principle 10 and Regulation 38.551
to be sufficient to reconstruct transactions, pr
violations, and track a customer order

* Industry benefits with principles-based regulations that
easily adapt to evolution



, 3 — DCMs Could Maintain Tier 1 Data on
Behalf of

* As DCMs are required to maintain Tier 1 Datato s
and regulatory obligations, DCMs could offer a
service to firms subject to Regulations 1.35 an

 Industry benefits by reducing the number of re
1 Data, which is costly and presents risk, and b
consistency in audit trail data elements



4 — FCMs Not Required to Maintain Direct
Access Orders

* The Working Group recommends that DCM audit
amended so that a clearing FCM is not responsij
maintenance of audit trail records for custome
the DCM trading platforms without passing thr
FCM’s infrastructure

* Regulation 1.35 reflects that records were origi
to capture information on orders going into/fill
open outcry pits. Evolution has moved most r
media (whether written or oral records) and tr
moved to computers, but has, in some cases, r
flowing directly between the market participant a
situations, no order is given to the FCM/clearing mem
the best source for that information is the relevant excha



’ Questions?







